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1 - Overview

This specification describes the RESTful APIs and interactions using JSON over HTTPS to integrate third-party Clinical Decision Support (CDS)
services into the athenaClinicals EHR. The athenahealth CDS Hooks implementation is based on the HL7 CDS Hooks 2.0 specification. CDS
services integrating with athenaOne SHALL accept hook payloads and return guidance responses conformant to the HL7 CDS Hooks 2.0
specification.

1.1 - Version History

Version Date Description of changes
0.1.0 2024-11-  |nitial alpha release draft for feedback
17
0.1.1 2025-01- » Added departmentid extension, fhirServer, additional prefetch option, and authentication details.
17
0.1.2 2025-01- * Added that SelectionBehavior must be provided if there are suggestions
23 » Clarified the language around "source"
0.2.0 2025-01- » Clarified details around supported authentication methods and provided code example for signature
30 validation.
0.2.1 2025-02- + Revised to indicate that detail would be opened in a modal instead of displayed on the card

04


https://athenaconfluence.athenahealth.com/spaces/RDDOCS/pages/744752608/athenaOne+CDS+Hooks+Integration+Guide
https://athenaconfluence.athenahealth.com/spaces/RDDOCS/pages/744752608/athenaOne+CDS+Hooks+Integration+Guide
https://athenaconfluence.athenahealth.com/spaces/RDDOCS/pages/744752608/athenaOne+CDS+Hooks+Integration+Guide
https://cds-hooks.hl7.org/2.0/

0.2.2

0.2.3

0.3.0

0.3.1

2025-03-
06

2025-03-
27

2025-04-
28

2025-05-
22

Revised to indicate that action descriptions would be displayed on the card (if not empty or identical to
suggestion labels

Added more details about how orders are created
Clarified that the hook does not fire when orders are updated and deleted

Updated to make indicator required

Updated to include new features: dismiss card with override reasons, feedback API

Added a section on response error handling

Small clarifications: summary should be <140 characters, cannot set fields on orders when creating an order
Updated preferred URL format for the CDS service and feedback

Added OAuth 2.0 to currently supported authentication types

Clarified how order-select hook fires when multiple orders are added.
Updated about the support for token caching in OAuth 2.0.

Added full example response structure for clarity.

Added details for how to send free text suggestions

Added new section on Best Practices

Please note, the CDS Hooks solution is still in alpha, and the guide below is subject to change.

1.2 - CDS Sequence Diagram

athenaClinicals Ul

athenaPlatform CdsService

order-select

athenaClinicals Ul

CDS cards

-
>

query prefetch data

order-select with prefetch data

A J

fetch additional data (if needed)

additional data

athenaPlatform CdsService

2 - Onboarding and Configuration

To integrate your CDS service into the athenaClinicals ordering workflow, you will need to provide the following configuration details:

* CDS service URL - preferred format is {baseUrl}/cds-services/{service.id}
+ Prefetch requirements (see options below)
¢ Authentication Mechanism (see options below)


http://service.id/

+ Do you want to receive CDS feedback transactions when users interact with returned cards? feedback URL - preferred format is
{baseUrl}/cds-services/{service.id}/feedback

2.1 - Prefetch

To facilitate a faster end-to-end response times, the athenaOne CDS platform can prefetch some content from athenaClinicals automatically to
send along with the hook payload. The query types currently supported for prefetch are the following:

» Patient demographics
o /Patient/{{context.patientId}}
» Diagnoses from the current Encounter
o /Condition?patient={{context.patientId}}&encounter={{context.encounterId}}&category=encounter-
diagnosis
e Problem list and health concerns
o /Condition?patient={{context.patientId}}&category=problem-1list-item,health-concern
» Vital signs from current Encounter
o /Observation?patient={{context.patientId}}&encounter={{context.encounterId}}&category=vital-
signs

Please note, it is recommended that the CDS vendor uses regular MDP/FHIR APIs to fetch anything that is not available in prefetch (preferably
the night before the encounter), so that your CDS service latency will be reduced during the patient encounter.

2.2 - Additional Data Access

If your CDS service requires additional data elements beyond the content supplied in the hook context (see 3.1.1 below) or the above prefetch
choices, you can leverage the standard athenahealth API platform for this purpose. For example, you may want to prefetch some patients'
historical data in advance based on upcoming appointments. Another option is to use our alpha FHIR Subscriptions offering: this is a pub/sub
one-way webhook notification system to get alerted whenever data is updated within the athenahealth system. Please see
https://github.com/athenahealth/aone-fhir-subscriptions for more details on this capability. Prefetching any required data overnight or in
response to events is strongly recommended to ensure that CDS hook response times are as fast as possible (see section 4.4 below).

2.3 - Authentication types supported

Below are the list of different authentication types supported.

o Private key signing (preferred)
o Public key provided by Athena (see section 6.2.1 below)
e SSL certs (deprecated)
o Athena's non-self-signed certificate will be provided by Athena. CA certificate should be provided by the vendor. Certificates have
expiration dates, so they need to be rotated every year.
e OAuth 2.0
o OAuth 2.0 with client credentials https://datatracker.ietf.org/doc/html/rfc6749
o Additional configuration details required for this method: (see section 6.2.2 below)
= OAuth token endpoint
= Client id/secret pair for athena to use
= Scope(s) required (if any)
» Future methods planned to be supported (tentative target: EOY 2025)
o Digitally signed JSON web tokens (rfc7519 - https://cds-hooks.hl7.org/2.0/#trusting-cds-clients)

3 - Supported Hooks

3.1 - order-select

At present, the only supported hook is order—-select. This hook fires when a user creates an order in athenaClinicals. Users typically create
orders by selecting orders or order sets in the D&O picker. Users can also create orders using other workflows, e.g. by accelerating them from
previous encounters, by adding them from CDS cards, or by adding them in the mobile app. Orders can also be created automatically by
encounter plans. Note that some fields on the order such as the receiver, date of service, etc., may not be populated when the order is first
created, but will be added later before signing and sending the order to the performing provider. The order-select hook fires once when the
order is first created - it does not fire again when the order is updated or deleted.

Note: if the provider adds multiple orders, the hook will typically be triggered once for each order, however if the provider adds multiple orders
via an order set we will trigger a single hook with all orders from the order set as the selections for that hook.

Supported Ul workflows:

» Exam or Exam Prep stage of an encounter - User may place an order from any bead, and cards will be displayed in the A&P
e Order group


https://cds-hooks.hl7.org/2.0/#feedback
http://service.id/
https://docs.athenahealth.com/api/guides/overview
https://github.com/athenahealth/aone-fhir-subscriptions
https://datatracker.ietf.org/doc/html/rfc6749
https://cds-hooks.hl7.org/2.0/#trusting-cds-clients)

Unsupported Ul workflows:

» Intake or Intake Prep stage of an encounter
¢ Orders placed via the mobile app

Supported Clinical Order Type Groups (COTGs):

e Lab

¢ Imaging

e Consult

+ Patient Info

¢ Procedure

e Surgery

e Prescription

¢ Other (except Diet Food Supplement order)

Unsupported Clinical Order Type Groups (COTGs):

¢ Durable medical equipment (DME)
* Glasses and contact lenses
Vaccinations

e Other - Diet Food Supplement order

3.1.1 - Payload for order-select

The order—-select hook payload is a JSON object containing the selected draft orders along with any configured prefetch content in FHIR R4
format.

Payload example for order-select Collapse source

POST {your-cds-service-url}
{
"hookInstance": "d1577c69-dfbe-44ad-ba6d-3e05e953b2ea",
"fhirServer": "https://api.platform.athenahealth.com/fhir/r4",
"hook": "order-select",
"context": {
"userId": "Practitioner/a-432.Provider-12",
"patientId": "a-195900.E-12345",
"encounterId": "a-195900.encounter-1234",
"selections": [
"MedicationRequest/a-195900.medicationrequest-1955528"
I,
"draftOrders": {

"resourceType": "Bundle",
"entry": [
{
"resource": {

"resourceType": "MedicationRequest",
"id": "a-195900.medicationrequest-1955528",
"intent": "order",
"reportedBoolean": false,
"status": "active",

"dosageInstruction": [{ "text": "INJECT 0.5 MILLILITER (100 MCG) BY INTRAMUSCULAR ROUTE ONCE
"meta": { "lastUpdated": "2023-03-13T04:46:18.000-04:00" },
"identifier": [
{
"system": "https://fhir.athena.io/sid/ah-medicationrequest",
"value": "a-195900.medicationrequest-1955528"

1,

"authoredOn": "2023-03-13T04:44:10-04:00",

"requester": { "reference": "Practitioner/a-195900.Provider-14" },
"category": [



"text": "Outpatient",
"coding": [
{
"system": "http://terminology.hl7.0rg/CodeSystem/medicationrequest-category"
"display": "Outpatient",
""code": "outpatient"

1,
"subject": { "reference": "Patient/a-195900.E-12345" },
"substitution": { "allowedBoolean": true },
"medicationReference": {
"reference": "Medication/a-195900.medication-439573",
"display": "Moderna COVID-19 (12 yr up) Vaccine (PF) 100 mcg/0.5 mL IM susp (EUA)"

i
"note": [{ "text": "(Vaccine Counseling Note) testing procedure template note" }I,
"encounter": { "reference": "Encounter/a-195900.encounter-1234" },

"dispenseRequest": {
"numberOfRepeatsAllowed": 0,
"quantity": { "unit": "mL", "value": 1 }

+
"extension": [
{
"url": "https://fhir.athena.io/StructureDefinition/ah-practice",
"valueReference": { "reference": "Organization/a-1.Practice-195900" }
+
{
"url": "https://fhir.athena.io/StructureDefinition/ah-chart-sharing—-group",
"valueReference": { "reference": "Organization/a-195900.CSG-21" }
}
1
b
b
1
b
H
"prefetch": {
H

"extension": {
"com.athenahealth.department.id": 123

For more information on the types of resources that may be included in draftOrders , please see the athenahealth FHIR R4 endpoint
documentation here:

* MedicationRequest - https://docs.athenahealth.com/api/fhir-r4/medication-request
+ ServiceRequest - https://docs.athenahealth.com/api/fhir-r4/service-request
3.1.2 - Filters for order-select

At present, hooks can be enabled or disabled only at a per-practice level and are triggered for all the Clinical Order Type Groups (COTGs) listed
above. There are plans to add flexibility to allow more granular configuration such that a hook can optionally be enabled to fire only for a


https://docs.athenahealth.com/api/fhir-r4/medication-request
https://docs.athenahealth.com/api/fhir-r4/service-request

specified subset of COTGs, users, departments, and/or provider groups.

4 - Response

When responding to CDS guidance requests, CDS services integrating with athenaOne SHALL return a response that conforms to the CDS
Hooks 2.0 specification. For example:

Sample CDS response Collapse source
{
"cards": [
{
"uuid": "a020b294-7699-4aa2-9c59-fc841cd4b61c",
"summary": "Summary goes here — see section 4.2 below for more info",
"detail": "Detail goes here - see section 4.2 below for more info",
"indicator": "info",
"selectionBehavior": "at-most-one",
"source": {
"label": "Label for the source - see section 4.2.1 below",
"url": "https://example.com/link-to—guidance-source"
H
"suggestions": [
{

"uuid": "e56e1945-20b3-4393-8503-ala20fd73152",
"label": "Label for the suggestion - see section 4.2.2 and 4.2.3 below",
"actions": []

4.1 - Ul Display of Cards

The returned cards will be displayed in a panel to the right of the A&P. The panel will automatically open when cards first appear, and the user
will have the option to close the panel. If the user closes or opens the panel manually it will no longer auto-open when additional cards are
displayed. The content of each card has a width of 256px, excluding the white margins.

SystemActions are not supported at this time.


https://cds-hooks.hl7.org/2.0/#cds-service-response
https://cds-hooks.hl7.org/2.0/#cds-service-response
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Note: Once dismiss functionality is available (Spring 2025), cards will be displayed with an "X" in the top right corner. The user can click the "X"
to remove the card without accepting a suggestion. It is highly recommended that CDS services either (1) send each card only once, or (2) use
the Feedback API to prevent dismissed cards from being included in a future responses. If the CDS service does not suppress dismissed cards
from future responses, the user experience will be compromised as the user may dismiss a card only to see it reappear shortly after.

4.2 - Card Attributes

The table below indicates which CDS Hooks 2.0 specification card attributes are supported:

CDS Card

Attribute Required Supported features

Example



CDS Card

uuid Y String. Should

uniquely identify the "
card, and will be sent Summary | HbA1C Screening

back as part of the Link to detail | View details [
feedback payload.

Absolute link [12)

summary Y String. Displayed in Links | Disease Activity Score Calculator

bold at the top of the =

card. Markdown is not Health Index Calculator

supported and HTML

tags are escaped. Text Consider:

is wrapped. For now, ‘

t.he.re is no character Add hemoglobin AL1C, fingerstick

limit but per the CDS

hooks spec this Add hemoglobin ALC/hemoglobin total,

content should be less _ QN, JDS/JSCC protocol, blood

than 140 characters Suggestions

and we reserve the Add hemoglobin A1C + average glucose,

character count in the '

future. Add HbAlc (hemoglobin Alc), blood
links N A list of external links Source I ADA Guidelines I

displayed below a
card's detail
content. This is a list of
CDS Hooks spec Link
objects. See section
43.

source Y This is a CDS Hooks
spec Source object
(see below). This
should be the primary
source of guidance
that the decision
support represents.
The source is
displayed in the
bottom right as either
text or a link, and the
link is opened in a new
modal if clicked.

indicator Y String: info |
warning |
critical.

Ul will sort cards
based on urgency, with
critical > warning >
info.

Cards marked as
"critical" will be
displayed with a red
bar on the left side.
Cards marked as
"warning" will be
displayed with an
orange bar.



CDS Card

detail N String | Markdown.
This can contain
longer, rich content
including images,
tables and lIStS If Patients with diabetes should be screened far HbA 1 levels at least
deta” |S pI'OVIded, every 12 monthe. Proper blood sugar management can prevent
there WI" be a "VieW :Air:‘u::::.l‘l:::qtmdi(iom. including heart disease, vision loss, and
details" link on the
card and the detail will
be displayed in a
modal when clicked.
Content can have
Markdown syntax with
URL and email literals
automatically
converted to links.
HTML tags are
stripped. Text is
wrapped.

Details: HbALC Screening

suggestions N An optional list of Card with selectionBehavior = at-most-one
suggestions displayed
below the detail with

the heading HbA1C Screening
"Consider:". 7]
View details

selectionBehavior Conditional Determines how
suggestions are

' Consider:
applied. If
suggestions are Add hemoglobin ALC, fingerstick
provided,
selectionBehavior Add hemoglobin A1C/hemoglobin total,
must also be provided. QN, JDS/JSCC protocol, blood
Values:

Add hemoglobin A1C + average glucose,

at-most-one: Each QN blood
suggestion is '
displayed as a link, Add HbAlc (hemoglobin Alc), blood
allowing only 1 to be
applied. When the ADA Guidelines

user clicks the link, the
suggestion is applied
and the card is
removed. Suggestions
without actions will be

rendered as text and .
will not be clickable. Breast Cancer Screening

Card with selectionBehavior = any

any: One or more of
the suggestions can Consider:

be applied. Each ; )
suggestion is listed MAMMO, screening, bilateral

with a checkbox and MAMMO, screening, bilateral, w/CAD
the user must click

"Apply" after clicking
one or more Apply

checkboxes. Astna

Note: When

selectionBehavior is

"any" suggestions Note: these examples show cards with action descriptions hidden, but

without actions will be action descriptions may be shown on the card. See CDS Card
rendered as a disabled  Suggestion below for more detials.

checkboxes. This is a

confusing user

experience. It is

recommended that

vendors do not send



CDS Card

suggestions without
actions when
selectionBehavior =

",

any".

overrideReasons N An array of Coding.

If override reasons are Breast Cancer Screening

provided, these will be
displayed when a user

attempts to dismiss a Consider: Patient refused
calrd.tA(;et:)asfon must be MAMMO, screen

selected betore Contraindicated
continuing. We do not MAMMO, screen

augment the reasons Not indicated

provided by the vendor Apply

or provide a set of
standard reasons. If no
reasons are provided
in the CDS hooks
response, the card will
be dismissed
immediately upon
clicking the "X".

Not tolerated

Note: this functionality
was not supported as
part of the initial alpha
but is planned for
release in Sprint
2025.

4.2.1 Source

CDS Card Source

Attribute  Required Supported features

label Y The name of the source is displayed in the bottom right of the card. It is styled as a link if there is a URL; if not, it
is styled as text.
url N An optional absolute URL to load (via GET, in a browser context) when a user clicks on the source label.
icon N Not supported.
topic N Not supported.
4.2.2 Suggestion

CDS Card Suggestion

Attribute Required Supported features Example



CDS Card Suggestion

label

uuid

actions

String. This is
displayed to the user
to describe the
suggestion and should
provide enough detail
for the user to
understand the
associated actions.
Display format
depends on the card's
selectionBehavior
attribute and whether
the suggestion has
associated actions.

String.

An optional list of
Actions. This is a CDS
Hook spec Action
object (see section 4.2
below).

If actions are included,
the suggestion will be
rendered as an
actionable Ul
component (either a
link, or checkbox, as
appropriate). The
action descriptions will
be displayed as a
bulleted list under the
card suggestions
UNLESS:

+ All the actions
descriptions are
empty

¢ All the action
descriptions are
identical to the
suggestion label

Note: We recommend
that you provide
descriptive suggestion
labels and leave the
action descriptions
blank or identical to
conserve space on the
CDS card.

If actions are NOT
included, the
suggestion will be
rendered as non-
actionable:

o |If
selectionBehavior
= at-most-one, the
suggestion will be
rendered as text

o |If
selectionBehavior
= any, the
suggestion will be
rendered as a

Suggestions with
action descriptions
displayed

Suggestions without

action descriptions
displayed

Confirm Group A Strep Pharyngitis
Prior to Prescribing Antibiotics

‘lﬁewdetails

Consider:

Remove Amoxicillin and Add Rapid Strep
Test:

* Add Rapid Strep Test
* Remove Amoxicillin

Remove Amoxicillin and Add Throat
Culture:

+ Add Throat Culture
* Remove Amoxicillin

Add Rapid Strep Test

Add Throat Culture

Astna



CDS Card Suggestion

disabled checkbox
(not
recommended)

isRecommended N Not supported.

4.2.3 - Action

We currently only support create and delete on the ServiceRequest and MedicationRequest resources. The actions attribute can contain
one or more action definitions, in which case any delete actions will be applied before create. The update action is currently not
supported. If the card contains an unsupported action, the user will receive an error message if they try to apply the action.

When a user clicks on an action, athenaOne attempts to apply the action directly from within the user's application session. This means that the
audit history of those actions will be tied to that user's username (not to your API key) and also means that the user interface will automatically
update to show any newly created or deleted orders, allowing for a more seamless and integrated user experience as compared to executing
actions through our backend API platform.

CDS Card Suggestion Action
Attribute Required Supported features

type Y create | delete

update not supported

description N String. This will be displayed as a bullet under the suggestion label
if:

e Itis not empty
¢ |tis not identical to the suggestion label

resource Conditional A FHIR resource object specifying resourceType and
code. coding listing Athena Clinical Order Types. Required for the
create action.

resourceld Conditional ~ String. A FHIR resource id of specific order in the current Encounter
or Order Group. Required for the delete action.

4.2.3.1 - Create Order

The create action adds a draft order within the current Encounter or Order Group. The order will be added under "No diagnosis". Apart from
the order type, we do not currently support setting any other fields on the newly created order, but some of the fields may default based on
normal defaulting logic (e.g. the patient's preferred lab or pharmacy).

Requirements for a create action:

* AFHIR resource must be provided in the action's resource attribute.
e The resource.code. coding attribute must contain a list of 1 or more Athena Clinical Order Type values.

If the Clinical Order Type is not valid, the user will receive an error message when they try to apply the suggestion.

4.2.3.2 - Delete Order
The delete action is taken on a specific order.
Requirements for a delete action:

» A specific order must be identified by its FHIR resource id in the action's resourceld attribute.
e The order must be part of current Encounter/Order Group

If the FHIR resource id does not correspond to an order within the current Encounter/Order group, the user will receive an error message
indicating that the order delete failed. The most common reason that a delete action would fail is because the user has already deleted the
order.

4.2.3.3 - Suggestion with Actions Example

The following is an example of the card. suggestions attribute. The delete action will be applied before any create actions.

Collapse source



"suggestions": [

{
"label": "Replace with CBC Order-s",
""isRecommended": true,
"actions": [
{
"type": "create",
"resource": {
"resourceType'": "ServiceRequest",
"status": "draft",
"intent": "order",
"code": {
"coding": [
{
"system": "urn:0id:2.16.840.1.113883.3.564.1.2",
"'code": "342116",
"display": "CBC"
}
|
b
b
’
"type'": "delete",
"resourceld": "ServiceRequest/a-432.ambulatoryorder-56789"
b
1
}

4.2.4 - Override Reasons

overrideReasons is an array of Coding that captures the set of reasons that the user may select when rejecting the guidance presented on the
card. The vendor is responsible for determining the appropriate set of reasons to present. The Coding may be taken from an industry-standard
coding system (e.g. Valueset-procedure-not-performed-reason - FHIR v5.0.0) or may reflect a custom code system created by the vendor for
this purpose.

Coding

Attribute  Required Supported features

code Y The code for what is being represented.

system Y The codesystem for this code.

display Y (for overrideReasons) A short, human-readable label that is displayed to the user.
4.2.5 - Links

Acard's 1inks attribute is a list of objects with following attributes. When the link is clicked, the app will be opened either in a new tab or in an
embedded app, depending on its type.

CDS Card Links
Attribute Required Supported features
label Y Displayed as seen in the screenshot depending on the card's selectionBehavior attribute

url Y URL to load (via GET, in a browser context) when a user clicks on this link


https://www.hl7.org/fhir/valueset-procedure-not-performed-reason.html

CDS Card Links

type Y Indicates how the link should be handled:
Absolute links will be opened in a new tab

Smart links will be opened in an embedded app widget within the EHR

appContext Conditional A stringified JSON object. Required when the type is "smart". Example:
"{\n \"session\": 3456356,\n \"settings\": {\n \"module\": 4235\n }\n}"

4.3 - Response Time Expectations

Given that CDS hooks fire real-time in the middle of a busy provider's workflow, the window of opportunity to inform and influence the user is
very limited. To ensure a positive user experience, external CDS services SHOULD typically respond within 1 second or less. CDS
requests from athena will automatically time out after a maximum of 10 seconds, so any card responses returned after that time will not be

displayed to the user.

4.4 - Response Error Handling

If athena is unable to process the CDS guidance response from your service, an error may be displayed in the decision support panel instead of
cards. This could happen for any of the following reasons:
« athena receives a non-2xx HTTP response status code from your service

« athena receives a response body from your service that is not conformant to this specification
» athena does not receive a response from your service within the timeout window noted in section 4.3 above

e an internal system error in the athena platform

In any of the above scenarios, the error will only be visible to the provider if the decision support panel is already open. The decision support
panel will not open to display the error if it is not already open (i.e. if guidance has not previously been returned).

Decision Support @

1=

Clinical decision support
could not be provided for
your integrated CDS
solutions.

Note: In the alpha phase of this project, there may be situations where something has gone wrong but no error message is displayed. These
gaps will be addressed in future iterations.

5 - Feedback
Note: The CDS feedback API - along with the ability to dismiss cards - is planned for release in May 2025.

Upon receiving a card, the user may accept one or more suggestions, dismiss the card (with or without override reasons), or ignore the card.
We support feedback when suggestions are accepted or the card is dismissed. It is strongly recommended that CDS services either (1) send
each card only once or (2) use the feedback API to suppress dismissed cards from future responses. If the CDS service does not suppress
dismissed cards from future responses, dismissed cards may reappear after new orders are placed causing confusion and frustration.

We do not send feedback when the card is ignored or send feedback to indicate that a card has been viewed by a user.

5.1 Suggestion Accepted

This feedback is sent whenever the user accepts one or more suggestions. Feedback is sent based on the user's action, regardless of whether
an error occurs when adding the suggestion.

Feedback
Attribute Required Type Description
card Y string  This is the card UUID from the CDS hooks response that uniquely identifies the card. If this

uuid is not provided in the CDS hooks response, feedback will not be sent.



Feedback
outcome Y

acceptedSuggestions Y

outcomeTimestamp Y

AcceptedSuggestion
Attribute = Required Type

id Y string

string  The value will be "accepted"”

array  An array of "AcceptedSuggestion" json objects (see below) identifying which of the suggests

was accepted.

string  1SO8601 representation of the date and time in Coordinated Universal Time (UTC) when
action was taken on the card, e.g. 1985-04-12723:20:50.52Z.

Note: this is a client-side timestamp supplied by the user's browser so some inconsistencies
due to clock skew should be expected.

Description

This is the card suggestion UUID from the CDS hooks response. Uniquely identifies the suggestion that
was accepted. If this UUID is not provided in the CDS hooks response, feedback will not be sent.

Feedback event - suggestions accepted

POST {your-cds-service-url}/feedback

Collapse source

{
"feedback": [
{
"card": "card-5",
"outcome": "accepted",
"outcomeTimestamp": "2025-04-25T16:14:09.7922",
"acceptedSuggestions": [
{
"id": "d@d3fc9b-1b84-4a02-bae3-3aabbafab81d/1-1"
H
{
"id": "d@d3fc9b-1b84-4a02-bae3-3aabbafab81d/1-2"
b
1
b
]
}

5.2 Suggestion Overridden

This feedback is sent whenever the user dismisses the card. If OverrideReasons have been sent in the CDS hooks response, the user must
select one before dismissing the card and the OverrideReason will be included in the feedback response.

Feedback

Attribute Required
card Y
outcome Y
overrideReason N

outcomeTimestamp Y

Type

string

string

OverrideReason object
(see below)

string

Description

This is the card UUID from the CDS hooks response that uniquely identifies
the card. If this UUID is not provided in the CDS hooks response, feedback
will not be sent.

The value will be "overridden"

A json object capturing the override reason as a Coding.

OverrideReason will be included in the feedback if it is sent in the CDS
hooks response.

1ISO8601 representation of the date and time in Coordinated Universal Time
(UTC) when action was taken on the card, e.g. 1985-04-12723:20:50.52Z



Feedback

OverrideReason

Note: this is a client-side timestamp supplied by the user's browser so some
inconsistencies due to clock skew should be expected.

Attribute Required Type Description
reason Y Coding = Represents the override reason that was selected by the user. This will be one of the override
reasons that was provided in the CDS hooks response. We do not augment the override reasons
provided in the response.
userComment N string Not supported.
Feedback event - card dismissed with overrideReason selected by user Collapse source

POST {your-cds-service-url}/feedback

{
"feedback": [
{
"card": "26¢c3c0f7-ale5-415b-8e5e-1898eb5c0a98",
"outcome": "overridden",
"outcomeTimestamp": "2025-04-25T15:52:34.0172",
"overrideReason": {
"reason": {
"system": "http://example.org/cds-services/fhir/CodeSystem/override-reasons",
"code": "reason-code-provided-by-service",
"display": "Patient refused"
b
b
b
1
b
Feedback event - card dismissed with no overrideReason Collapse source

POST {your-cds-service-url}/feedback

"outcomeTimestamp": "2025-04-25T16:10:36.325Z"

{
"feedback": [
{
"'card": "card-5",
"outcome": "overridden",
}
1
}
6 - Security

6.1 - Service Trust

CDS services integrating with athenaOne SHALL use HTTPS with an unexpired certificate from a trusted certificate authority.



6.2 - Client Trust

6.2.1 - Private Key Signing

CDS requests from the athenaOne CDS platform are signed with a private key using an SHA-512 hashing algorithm. The base64-encoded
version of the signature will be sent in an http request header with key payload-signature. To verify that the request originated from
athenahealth, external CDS services SHALL use the athenahealth public key to verify the provided signature. A sample Java code snippet is

provided below with an example of how to verify the signature.

v AthenaOne preview/sandbox public key
----- BEGIN PUBLIC KEY-----

MIIBIJANBgkghkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEAoIws+3p1t1yHN5I75QMQ
G/JTk7jc7nMOp5NXINDVMOeZtF T40bNZOMFifHI83CbtOr3QmL3r+9pOpB1CTr6r
IxIwLUsSowVyuOU7Qx0xZ/CsCU4nI8plY4Gzpl05ShMD5mFALeknahtbN5Dk4mtEJ
TKduKSGXcs64ECIo0VVAEQpBIaj+GvjrKUGE5s7hGshJlcTMnodmib2DtbtOR15f
cOrl8u5iWz2Fq9ZigHC6qIBRXqTPKW2IphQ3SnygWiUM1GPwgNyep214dJe3GiFG
WEwSVapHTwm9hj6Y SqHXiFF2MjlZ71GRzYskjUGlqG3B4Xf9RxK2Zbgk6RofbXnS

UQIDAQAB
----- END PUBLIC KEY-----

v AthenaOne Production public key
----- BEGIN PUBLIC KEY-----

MIIBIJANBgkghkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEAXYmP5aK+rcu/xxhxm59t
GHAOrW7YUubJnWYvxiOALqw7upgaOAblFzprwiOfd9leYVPuLKR8c/vLIoeUtcWc
6lJDkpN73ZG4yadS2ZaH2s1U8mOXPcfFyEVQETIM37J9EWhIOFLGc7mEFj0laXtq3
j9/+3yS8+QGJpuQgSvgFeSNsW380vhD+Gtpv09h51ow7kgtY Q1akRXmmS0pz9JNg
OMV6BIYWUAsKZGpJ409QauviwOCgTz+HSIHBDv80ORWtainfS9poq5NmyLasie8w|T
tvUDNM9e5SKEDbwY JUQixX3CRY6rggP7SYL8//hN+X4PwHA7qccinyUHHaAjqJrl

eQIDAQAB
----- END PUBLIC KEY-----

Payload RSA
(UTF-8) (private key)

SHA512
signing

Base64
encoding

Signature validation sample code

import org.bouncycastle.jce.provider.BouncyCastleProvider;

import org.bouncycastle.openssl.PEMParser;

import org.bouncycastle.openssl.jcajce.JcaPEMKeyConverter;

import java.io.StringReader;
import java.security.PublicKey;
import java.security.Signature;

Collapse source



import java.util.Base64;

public class SignatureValidation {
public boolean verifySignature(String payload, String base64Signature, String athenaPublicKey)
throws Exception {
PublicKey publicKey;
try (PEMParser parser = new PEMParser(new StringReader(athenaPublicKey))) {
Object obj = parser.readObject();
JcaPEMKeyConverter converter =
new JcaPEMKeyConverter().setProvider(new BouncyCastleProvider());
publicKey = converter.getPublicKey((org.bouncycastle.asnl.x509.SubjectPublicKeyInfo) obj);
b
// Decode the Base64 signature
bytel[] signature = Base64.getDecoder().decode(base64Signature);

// Verify the signature

Signature signer = Signature.getInstance("SHA512withRSA");
signer.initVerify(publicKey);
signer.update(payload.getBytes());

return signer.verify(signature);

If the signature is not valid, the CDS service SHALL reject the request.

Below is a sample of the payload that will be passed when calling the vendors CDS service, followed by corresponding preview signature:
Sample hook request Collapse source

{"hook":"order-select","hookInstance":"4e09b8d2-4887-442e-8364—

d1lcbf9230cc8"," fhirServer":"https://preview.api.fhir.athena.io/fhir/r4","context":{"userId":"Practitioner/a-
432.User-2657874943" ,"patientId":"a-432.E-17","encounterId":"a-432.encounter-155589","selections":
["ServiceRequest/a-432.ambulatoryorder-3411502"1,"draftOrders":
{"resourceType":"Bundle","type":"collection”,"entry": [{"resource":{"resourceType":"ServiceRequest","id":"a-
432.ambulatoryorder-3411502","meta" :{" lastUpdated":"2025-04-28T15:21:45.000Z"}, "extension":
[{"url":"https://fhir.athena.io/StructureDefinition/ah-practice","valueReference":{"reference":"Organization/a-
1.Practice-432"}},{"url":"https://fhir.athena.io/StructureDefinition/ah-chart-sharing-group","valueReference":
{"reference":"Organization/a-432.CSG-21"}}],"identifier": [{"system":"https://fhir.athena.io/sid/ah-
servicerequest","value":"a-432.ambulatoryorder-3411502"}],"status":"draft","intent":"plan","category": [{"coding":
[{"system":"http://snomed.info/sct","code":"108252007","display":"Laboratory procedure"}]}],"code":{"coding":
[{"system":"urn:0id:2.16.840.1.113883.3.564.1.2","code":"342241","display":"TSH, serum or plasma"},
{"system":"http://loinc.org","code":"3016-3","display":"Thyrotropin [Units/volume]l in Serum or
Plasma"}1},"subject":{"reference":"Patient/a-432.E-17"},"encounter":{"reference":"Encounter/a-432.encounter-
155589"},"occurrenceDateTime":"2022-07-19","requester":{"reference":"Practitioner/a-432.Provider-

62"}}}1}}, "prefetch":{"patient":{"resourceType":"Patient","id":"a-432.E-17","meta" : {" lastUpdated":"2022-07-
19T16:49:13.000-04:00","security": [{"system":"http://terminology.h17.0rg/CodeSystem/v3-
Confidentiality","code":"N","display":"normal"}]},"extension":
[{"url":"https://fhir.athena.io/StructureDefinition/ah-chart-sharing-group","valueReference":
{"reference":"Organization/a-432.CSG-82"}},{"url":"https://fhir.athena.io/StructureDefinition/ah-chart-sharing-
group","valueReference":{"reference":"Organization/a-432.CSG-41"}},
{"url":"https://fhir.athena.io/StructureDefinition/ah-chart-sharing-group",'valueReference":
{"reference":"0Organization/a-432.CSG-21"}},{"url":"https://fhir.athena.io/StructureDefinition/ah-provider-
group","valueReference":{"reference":"Organization/a-432.PG-1"}},
{"url":"http://h17.0rg/fhir/us/core/StructurebDefinition/us-core-birthsex","valueCode":"UNK"},
{"url":"http://h17.0rg/fhir/us/core/StructurebDefinition/us-core-sex","valueCode":"248152002"},
{"url":"http://h17.0rg/fhir/us/core/StructurebDefinition/us-core-genderIdentity","valueCodeableConcept":{"coding":
[{"system":"http://snomed.info/sct"," code":"446141000124107"}],"text":"Identifies as Female"}},



{"url":"http://h17.0rg/fhir/us/core/StructurebDefinition/us-core-ethnicity","extension":
[{"url":"ombCategory","valueCoding":{"system":"urn:0id:2.16.840.1.113883.6.238","code":"2186-5","display":"Not
Hispanic or Latino"}},{"url":"text","valueString":"Not Hispanic or Latino"}1},
{"url":"http://h17.0rg/fhir/us/core/StructurebDefinition/us-core-race","extension":
[{"url":"ombCategory","valueCoding":{"system":"urn:0id:2.16.840.1.113883.6.238","code":"2106—

3", "display":"White"}}, {"url":"text","valueString":"White"}]1}1,"identifier":
[{"system":"https://fhir.athena.io/sid/ah-patient","value":"a-432.E-17"},{"system":"http://h17.0rg/fhir/sid/us-
ssn","value":"121212121"}]1,"name": [{"use":"official","given": ["Test"],"period":{"start":"2004-10-27","end":"2022-
07-19"}}, {"use":"official","family":"Shih","given": ["Vivian"],"period":{"start":"2022-07-19"}},
{"use":"usual","family":"Shih","given": ["Vivian"],"period":{"start":"2022-07-19"}}1,"telecom":
[{"system":"phone","value":"(978) 369-7105","use":"home"},
{"system":"email","value":"pshenbagadelip@athenahealth.com"}],"gender":"female","birthDate":"1970-11-
21","address": [{"use":"home","line": ["123 MAIN
STREET"]1,"city":"SALEM","state":"MA","postalCode":"01970","country":"USA","period":{"start":"2022-07-19"}},
{"use":"billing","type":"postal","line": ["123 MAIN
STREET"],"city":"SALEM","state":"MA","postalCode":"01970","country":"USA","period":{"start":"2022-07-
19"}}1,"communication": [{"language":{"coding":
[{"system":"urn:ietf:bcp:47","code":"en","display":"English"}],"text":"English"}}1},"diagnosis":
{"resourceType":"Bundle","id":"Condition","type":"searchset","timestamp":"2025-04-28T11:21:54.000-04:00" ," link":
[{"relation":"self","url":"https://preview.api.fhir.athena.io/fhir/r4/Condition?patient=a-432.E-17&encounter=a-
432.encounter-155589&category=encounter-diagnosis"}1,"entry": [{"link":
[{"relation":"self","url":"https://preview.api.fhir.athena.io/fhir/r4/Condition/a-432.EncounterDx-
48541"3}],"fullWrl":"https://preview.api.fhir.athena.io/fhir/r4/Condition/a-432.EncounterDx-48541","resource":
{"resourceType":"Condition","id":"a-432.EncounterDx-48541","meta":{" lastUpdated":"2022-07-19T16:27:02.000-
04:00","profile": ["http://h17.0rg/fhir/us/core/StructureDefinition/us-core-condition"]1},"extension":
[{"url":"https://fhir.athena.io/StructurebDefinition/ah-practice","valueReference":{"reference":"0Organization/a-
1.Practice-432"}},{"url":"https://fhir.athena.io/StructureDefinition/ah-chart-sharing-group",'valueReference":
{"reference":"Organization/a-432.CSG-21"}},{"url":"http://h1l7.0rg/fhir/StructureDefinition/condition-
assertedDate",'"valueDateTime":"2022-07-19T16:27:02-04:00"}1,"identifier": [{"value":"a-432.EncounterDx—
48541"}]1,"clinicalStatus":{"coding": [{"system":"http://terminology.hl17.0rg/CodeSystem/condition—
clinical","code":"active","display":"Active"}],"text":"Active"},"verificationStatus":{"coding":
[{"system":"http://terminology.hl17.0rg/CodeSystem/condition-ver—
status","code":"unconfirmed","display":"Unconfirmed"}1,"text":"Unconfirmed"},"category": [{"coding":

[{"system":"http://terminology.hl7.0rg/CodeSystem/condition-category",'code":"encounter-
diagnosis","display":"Encounter Diagnosis"}],"text":"Encounter Diagnosis"}],"code":{"coding":
[{"system":"http://snomed.info/sct","code":"77386006","display":"Pregnancy"},
{"system":"http://h17.0rg/fhir/sid/icd-10-cm","code":"Z33.1","display":"Pregnant state,
incidental"}],"text":"Pregnancy"},"subject":{"reference":"Patient/a-432.E-17"},"encounter":
{"reference":"Encounter/a-432.encounter-155589"},"onsetDateTime" :"'2022-07-19T16:27:02-04:00"," recordedDate":"2022-
07-19T16:27:02-04:00"},"search":{"mode":"match"}}1},"vitals":
{"resourceType":"Bundle","id":"Observation","type":"searchset","timestamp":"2025-04-28T11:21:54.000-04:00" ," link":
[{"relation":"self","url":"https://preview.api.fhir.athena.io/fhir/r4/0bservation?patient=a-432.E-17&encounter=a-
432.encounter-155589&category=vital-signs"}],"entry": [{"link":
[{"relation":"self","url":"https://preview.api.fhir.athena.io/fhir/r4/0bservation/a-432.vitalamb-
128908"}1,"fullUrl":"https://preview.api.fhir.athena.io/fhir/r4/0bservation/a-432.vitalamb-128908","resource":
{"resourceType":"0Observation","id":"a-432.vitalamb-128908","extension":
[{"url":"https://fhir.athena.io/StructurebDefinition/ah-practice","valueReference":{"reference":"0Organization/a-
1.Practice-432"}},{"url":"https://fhir.athena.io/StructureDefinition/ah-chart-sharing-group",'valueReference":
{"reference":"0Organization/a-432.CSG-21"}}],"identifier": [{"system":"https://fhir.athena.io/sid/ah-
observation","value":"a-432.vitalamb-128908"}],"status":"final","category": [{"coding":
[{"system":"http://terminology.h17.0rg/CodeSystem/observation-category","code":"vital-signs","display":"Vital
Signs"}],"text":"Clinical observations measure the body's basic functions such as blood pressure, heart rate,
respiratory rate, height, weight, body mass index, head circumference, pulse oximetry, temperature, and body
surface area."}],"code":{"coding": [{"system":"http://loinc.org","code":"8302-2","display":"Body
height"}1},"subject":{"reference":"Patient/a-432.E-17","type" :"Patient"},"effectiveDateTime":"2022-07-
19","valueQuantity":{"value":165,"unit":"centimeter","system":"http://unitsofmeasure.org","code":"cm"}},"search":



{"mode":"match"}},{"link": [{"relation":"self","url":"https://preview.api.fhir.athena.io/fhir/r4/0bservation/a-
432.vitalamb-128909"}1,"fullUrl":"https://preview.api.fhir.athena.io/fhir/r4/0bservation/a-432.vitalamb-
128909","resource":{"resourceType":"Observation","id":"a-432.vitalamb-128909","extension":
[{"url":"https://fhir.athena.io/StructurebDefinition/ah-practice","valueReference":{"reference":"Organization/a-
1.Practice-432"}},{"url":"https://fhir.athena.io/StructureDefinition/ah-chart-sharing-group",'valueReference":
{"reference":"0Organization/a-432.CSG-21"}}1,"identifier": [{"system":"https://fhir.athena.io/sid/ah-
observation","value":"a-432.vitalamb-128909"}],"status":"final","category": [{"coding":
[{"system":"http://terminology.hl7.0rg/CodeSystem/observation-category","code":"vital-signs","display":"Vital
Signs"}],"text":"Clinical observations measure the body's basic functions such as blood pressure, heart rate,
respiratory rate, height, weight, body mass index, head circumference, pulse oximetry, temperature, and body
surface area."}],"code":{"coding": [{"system":"http://loinc.org","code":"39156-5","display":"Body mass index
(BMI)"}1},"subject":{"reference":"Patient/a-432.E-17","type":"Patient"},"effectiveDateTime" :"2022-07-
19","valueQuantity":{"value":40.8,"unit":"kilogram / (meter ~
2)","system":"http://unitsofmeasure.org","code":"kg/m2"}},"search": {"mode" :"match"}},{" link":
[{"relation":"self","url":"https://preview.api.fhir.athena.io/fhir/r4/0bservation/a-432.vitalamb-
128911"}],"fullrl":"https://preview.api.fhir.athena.io/fhir/r4/0bservation/a-432.vitalamb-128911","resource":
{"resourceType":"0Observation","id":"a-432.vitalamb-128911","extension":
[{"url":"https://fhir.athena.io/StructurebDefinition/ah-practice","valueReference":{"reference":"0Organization/a-
1.Practice-432"}},{"url":"https://fhir.athena.io/StructureDefinition/ah-chart-sharing-group",'valueReference":
{"reference":"0Organization/a-432.CSG-21"}}1,"identifier": [{"system":"https://fhir.athena.io/sid/ah-
observation","value":"a-432.vitalamb-128911"}],"status":"final"," category": [{"coding":
[{"system":"http://terminology.hl7.0rg/CodeSystem/observation-category","code":"vital-signs","display":"Vital
Signs"}],"text":"Clinical observations measure the body's basic functions such as blood pressure, heart rate,
respiratory rate, height, weight, body mass index, head circumference, pulse oximetry, temperature, and body
surface area."}],"code":{"coding": [{"system":"http://loinc.org","code":"29463-7","display":"Body
weight"}]1},"subject":{"reference":"Patient/a-432.E-17","type" :"Patient"},"effectiveDateTime":"2022-07-
19","valueQuantity":{"value":111000,"unit":"gram","system":"http://unitsofmeasure.org","code":"g"}},"search":
{"mode":"match"}},{"link": [{"relation":"self","url":"https://preview.api.fhir.athena.io/fhir/r4/0bservation/a-
432.vitalamb-bp-128913-128914"}],"fullUr1":"https://preview.api.fhir.athena.io/fhir/r4/0bservation/a-432.vitalamb-
bp-128913-128914","resource":{"resourceType":"Observation","id":"a-432.vitalamb-bp-128913-128914","extension":

[{"url":"https://fhir.athena.io/StructurebDefinition/ah-practice","valueReference":{"reference":"0Organization/a-
1.Practice-432"}},{"url":"https://fhir.athena.io/StructureDefinition/ah-chart-sharing-group",'valueReference":
{"reference":"Organization/a-432.CSG-21"}}],"identifier": [{"system":"https://fhir.athena.io/sid/ah-
observation","value":"a-432.vitalamb-bp-128913-128914"}],"status":"final","category": [{"coding":
[{"system":"http://terminology.h17.0rg/CodeSystem/observation-category","code":"vital-signs","display":"Vital
Signs"}],"text":"Clinical observations measure the body's basic functions such as blood pressure, heart rate,
respiratory rate, height, weight, body mass index, head circumference, pulse oximetry, temperature, and body
surface area."}],"code":{"coding": [{"system":"http://loinc.org","code":"85354-9","display":"Blood pressure
systolic and diastolic"}1},"subject":{"reference":"Patient/a-432.E-
17","type":"Patient"},"effectiveDateTime":"2022-07-19","component": [{"code":{"coding":
[{"system":"http://loinc.org","code":"8480-6","display":"Systolic blood pressure"}1},"valueQuantity":
{"value":120,"unit":"millimeter of mercury","system":"http://unitsofmeasure.org","code":"mm[Hg]"}},{"code":
{"coding": [{"system":"http://loinc.org","code":"8462-4","display":"Diastolic blood pressure"}1},"valueQuantity":
{"value":110,"unit":"millimeter of mercury","system":"http://unitsofmeasure.org","code":"mm[Hg]"}}1},"search":
{"mode":"match"}}1},"problems":{"resourceType":"Bundle","id":"Condition","type'":"searchset","timestamp":'"2025-04-
28T11:21:55.000-04:00","link": [{"relation":"self","url":"https://preview.api.fhir.athena.io/fhir/r4/Condition?
patient=a-432.E-17&category=problem-list-item%2Chealth-concern"}],"entry": [{"1link":
[{"relation":"self","url":"https://preview.api.fhir.athena.io/fhir/r4/Condition/a-432.PregnancyProblem-
17611"}],"fullUrl":"https://preview.api.fhir.athena.io/fhir/r4/Condition/a-432.PregnancyProblem-17611","resource":
{"resourceType":"Condition","id":"a-432.PregnancyProblem-17611","meta":{" lastUpdated":"2023-12-01T12:52:39.000-
05:00","profile": ["http://h17.0rg/fhir/us/core/StructureDefinition/us-core-condition"1},"extension":
[{"url":"https://fhir.athena.io/StructurebDefinition/ah—practice","valueReference":{"reference":"0Organization/a-
1.Practice-432"}},{"url":"https://fhir.athena.io/StructureDefinition/ah-chart-sharing-group",'valueReference":
{"reference":"Organization/a-432.CSG-21"}}],"identifier": [{"value":"a-432.PregnancyProblem-
17611"}],"clinicalStatus":{"coding": [{"system":"http://terminology.h17.0rg/CodeSystem/condition—

clinical","code":"active","display":"Active"}],"text":"Active"},"verificationStatus":{"coding":



[{"system":"http://terminology.hl7.0rg/CodeSystem/condition-ver-
status","code":"confirmed","display":"Confirmed"}],"text":"Confirmed"},"category": [{"coding":
[{"system":"http://terminology.hl7.0rg/CodeSystem/condition-category",'code":"problem-1list—
item","display":"Problem List Item"}],"text":"Problem List Item"}],"code":{"coding":
[{"system":"http://snomed.info/sct","code":"11687002","display":"Gestational diabetes
mellitus"}],"text":"Gestational diabetes mellitus"},"subject":{"reference":"Patient/a-432.E-
17"%},"onsetDateTime":"2023-12-01","recordedDate" :'2022-07-19"},"search" : {"mode" :"match"}}, {" link":
[{"relation":"self","url":"https://preview.api.fhir.athena.io/fhir/r4/Condition/a-432.Problem-
17612"}],"fullUrl":"https://preview.api.fhir.athena.io/fhir/r4/Condition/a-432.Problem-17612","resource":
{"resourceType":"Condition","id":"a-432.Problem-17612","meta": {" lastUpdated":"2022-07-19T16:26:44.000-
04:00","profile": ["http://h17.0rg/fhir/us/core/StructureDefinition/us-core-condition"]1},"extension":
[{"url":"https://fhir.athena.io/StructurebDefinition/ah-practice","valueReference":{"reference":"0Organization/a-
1.Practice-432"}},{"url":"https://fhir.athena.io/StructureDefinition/ah-chart-sharing-group",'valueReference":
{"reference":"Organization/a-432.CSG-21"}}1,"identifier": [{"value":"a-432.Problem-17612"}],"clinicalStatus":
{"coding": [{"system":"http://terminology.h17.0rg/CodeSystem/condition-
clinical","code":"active","display":"Active"}],"text":"Active"},"verificationStatus":{"coding":
[{"system":"http://terminology.hl7.0rg/CodeSystem/condition-ver-
status","code":"confirmed","display":"Confirmed"}],"text":"Confirmed"},"category": [{"coding":
[{"system":"http://terminology.hl7.0rg/CodeSystem/condition-category","code":"problem-list—
item","display":"Problem List Item"}],"text":"Problem List Item"}],"code":{"coding":
[{"system":"http://snomed.info/sct"," code":"77386006","display":"Pregnancy"}],"text":"Pregnancy"},"subject":
{"reference":"Patient/a-432.E-17"},"onsetDateTime":"2022-06-01","recordedDate":'2022-07-19T16:26:30-
04:00"},"search":{"mode" :"match"}},{"link":
[{"relation":"self","url":"https://preview.api.fhir.athena.io/fhir/r4/Condition/a-432.PregnancyProblem-
17613"}],"fullUrl":"https://preview.api.fhir.athena.io/fhir/r4/Condition/a-432.PregnancyProblem-17613","resource":
{"resourceType":"Condition","id":"a-432.PregnancyProblem-17613","meta":{" lastUpdated":"2022-07-19T16:26:45.000-
04:00","profile": ["http://h17.0rg/fhir/us/core/StructureDefinition/us-core-condition"1},"extension":
[{"url":"https://fhir.athena.io/StructureDefinition/ah-practice","valueReference":{"reference":"0Organization/a-
1.Practice-432"}},{"url":"https://fhir.athena.io/StructureDefinition/ah-chart-sharing-group",'valueReference":
{"reference":"Organization/a-432.CSG-21"}}],"identifier": [{"value":"a-432.PregnancyProblem-
17613"}],"clinicalStatus":{"coding": [{"system":"http://terminology.h17.0rg/CodeSystem/condition-
clinical","code":"active","display":"Active"}],"text":"Active"},"verificationStatus":{"coding":
[{"system":"http://terminology.hl7.0rg/CodeSystem/condition-ver-
status","code":"confirmed","display":"Confirmed"}],"text":"Confirmed"},"category": [{"coding":
[{"system":"http://terminology.hl7.0rg/CodeSystem/condition-category","code":"problem-list—
item","display":"Problem List Item"}],"text":"Problem List Item"}],"code":{"coding":
[{"system":"http://snomed.info/sct","code":"77386006","display":"Pregnancy"}],"text":"Pregnancy"},"subject":
{"reference":"Patient/a-432.E-17"},"onsetDateTime":"2022-06-01","recordedDate" :'2022-07-19T16:26:45-
04:00"},"search":{"mode" :"match"}},{"link":
[{"relation":"self","url":"https://preview.api.fhir.athena.io/fhir/r4/Condition/a-432.Problem-
17614"}],"fullUrl":"https://preview.api.fhir.athena.io/fhir/r4/Condition/a-432.Problem-17614","resource":
{"resourceType":"Condition","id":"a-432.Problem-17614","meta":{" lastUpdated":"2022-07-19T16:34:00.000-
04:00","profile": ["http://h17.0rg/fhir/us/core/StructureDefinition/us-core-condition"1},"extension":
[{"url":"https://fhir.athena.io/StructurebDefinition/ah-practice","valueReference":{"reference":"0Organization/a-
1.Practice-432"}},{"url":"https://fhir.athena.io/StructureDefinition/ah-chart-sharing-group",'valueReference":
{"reference":"0Organization/a-432.CSG-21"}}],"identifier": [{"value":"a-432.Problem-17614"}],"clinicalStatus":
{"coding": [{"system":"http://terminology.hl7.0rg/CodeSystem/condition-
clinical","code":"active","display":"Active"}],"text":"Active"},"verificationStatus":{"coding":
[{"system":"http://terminology.hl7.0rg/CodeSystem/condition-ver-
status","code":"confirmed","display":"Confirmed"}],"text":"Confirmed"},"category": [{"coding":
[{"system":"http://terminology.hl7.0rg/CodeSystem/condition-category",'code":"problem-1list—
item","display":"Problem List Item"}],"text":"Problem List Item"}],"code":{"coding":
[{"system":"http://snomed.info/sct"," code":"238131007","display":"Overweight"}],"text":"Overweight"},"subject":
{"reference":"Patient/a-432.E-17"},"onsetDateTime":"2022-07-19","recordedDate":"2022-07-19T16:33:55—
04:00"},"search":{"mode" :"match"}},{"link":
[{"relation":"self","url":"https://preview.api.fhir.athena.io/fhir/r4/Condition/a-432.PregnancyProblem-



17615"}],"fullUrl":"https://preview.api.fhir.athena.io/fhir/r4/Condition/a-432.PregnancyProblem-17615","resource":
{"resourceType":"Condition","id":"a-432.PregnancyProblem-17615","meta":{" lastUpdated":"2022-07-19T16:34:03.000-
04:00","profile": ["http://h17.0rg/fhir/us/core/StructureDefinition/us-core-condition"1},"extension":
[{"url":"https://fhir.athena.io/StructurebDefinition/ah-practice","valueReference":{"reference":"0Organization/a-
1.Practice-432"}},{"url":"https://fhir.athena.io/StructureDefinition/ah-chart-sharing-group",'valueReference":
{"reference":"0Organization/a-432.CSG-21"}}],"identifier": [{"value":"a-432.PregnancyProblem-
17615"}],"clinicalStatus":{"coding": [{"system":"http://terminology.h17.0rg/CodeSystem/condition-
clinical","code":"active","display":"Active"}],"text":"Active"},"verificationStatus":{"coding":
[{"system":"http://terminology.hl7.0rg/CodeSystem/condition-ver-
status","code":"confirmed","display":"Confirmed"}],"text":"Confirmed"},"category": [{"coding":
[{"system":"http://terminology.hl7.0rg/CodeSystem/condition-category",'code":"problem-1list—
item","display":"Problem List Item"}],"text":"Problem List Item"}],"code":{"coding":
[{"system":"http://snomed.info/sct"," code":"238131007","display":"Overweight"}],"text":"Overweight"},"subject":
{"reference":"Patient/a-432.E-17"},"onsetDateTime":"2022-07-19","recordedDate":"2022-07-19T16:34:02-
04:00"},"search":{"mode" :"match"}}, {" link":
[{"relation":"self","url":"https://preview.api.fhir.athena.io/fhir/r4/Condition/a-432.Problem-
313661"}],"fullUrl":"https://preview.api.fhir.athena.io/fhir/r4/Condition/a-432.Problem-313661","resource":
{"resourceType":"Condition","id":"a-432.Problem-313661","meta":{" lastUpdated":"2023-12-01T12:52:39.000-
05:00","profile": ["http://h17.0rg/fhir/us/core/StructureDefinition/us-core-condition"1},"extension":
[{"url":"https://fhir.athena.io/StructurebDefinition/ah-practice","valueReference":{"reference":"0Organization/a-
1.Practice-432"}},{"url":"https://fhir.athena.io/StructureDefinition/ah-chart-sharing-group",'valueReference":
{"reference":"Organization/a-432.CSG-21"}},{"url":"https://fhir.athena.io/StructureDefinition/ah-condition-
problem-type-category","valueCode":"424572001"}],"identifier": [{"value":"a-432.Problem-
313661"}],"verificationStatus":{"coding": [{"system":"http://terminology.h17.0rg/CodeSystem/condition-ver-
status","code":"entered-in-error","display":"Entered in Error"}],"text":"Entered in Error"},"category": [{"coding":
[{"system":"http://terminology.hl7.0rg/CodeSystem/condition-category",'code":"problem-1list—
item","display":"Problem List Item"}],"text":"Problem List Item"}],"code":{"coding":
[{"system":"http://snomed.info/sct","code":"11687002","display":"Gestational diabetes
mellitus"}],"text":"Gestational diabetes mellitus"},"subject":{"reference":"Patient/a-432.E-
17"%},"onsetDateTime":"2023-12-01","recordedDate" :'2023-12-01T12:46:30-05:00"},"search":

{"mode":"match"}}1}},"extension":{"com.athenahealth.department.id":"2"}}

Signature for above request in test environment Collapse source

gKdQ+spwixyb7Hb4/9PCFcBelLkoD+iKwVSNFV3KLN/QQ+pTEC@A2AKYtDTHAhF/Pka98wx0x 1nGVgemNH1gN2aGg1lWqgjPI2R5dRM5QYayY4ymQveeb
gDokgdL7mQi6f6SsOECOo+nt@n1m3X9j0Q7Kbal28TP+3nM5Mq0rJFdJIV2KIEU@phdT2Su0jc669+0NsVKcn4KgbiicIiuPB6p5txGcidhkv63YN50V
d38Ix2IXJ9Dm81qjQ0VH8gmVipQaVspCgXKvZdzH2ejUTv+XHhIaeTz3qrhEkh4LFL1S50+DuAKKs73pHutEFcEKTSQWAGd5sFpBgYkBKgFef8IEQw

6.2.2 - Oauth 2.0 (Client Credentials)

The OAuth 2.0 Client Credentials flow is designed for server-to-server communication, allowing applications to authenticate themselves to
access resources without user intervention. In this workflow, the client application (Athena) requests an access token from the authorization
server by providing its client credentials (client ID and client secret). Upon successful authentication, the authorization server issues an access
token, which the client can then use to access protected resources on the resource server.

1. Client Authentication: Athena sends a request to the authorization server's token endpoint, including its client ID and client secret.

2. Token Issuance: The authorization server validates the client credentials. If valid, it issues an access token.

3. Resource Access: Athena uses the access token to make requests to the resource server, including the bearer token in the Authorization
header of the HTTP request.

4. Token Validation: The resource server validates the access token before granting access to the requested resource.

Onboarding Requirements

» Client ID: A unique identifier for the Athena application, provided by the authorization server during the registration process.

» Client Secret: A confidential string used by Athena to authenticate itself to the authorization server. This should be kept secure and not
exposed in client-side code.

» Token Endpoint URL: The URL of the authorization server's token endpoint where Athena will request the access token.



Scope (optional): A space-separated list of permissions that the client is requesting. This defines the level of access the client will have to
the resources.

Additionally there is also access token caching supported, to make less calls to the token endpoint URL and reuse the token, the token will be
refreshed only if the expiry is under 30 sec.

7 - Best Practices

7.1 - Best Practices for the User Experience

1

. Designing the Card Content: Focus on presenting the only the most critical information directly on the card. The summary should be

concise, limited to a maximum of 140 characters. Additional details and links should be provided for users who want more information,
ensuring that the card remains clear and easy to read.

. Streamlining the Suggestion Display: By default, both the suggestion label and action description are displayed. However, since most

suggestions involve a single action, this can lead to redundancy and oversized cards that are difficult to read. To enhance clarity, we
provide options to consolidate these fields: if the action description is blank or identical to the suggestion label, it will not be shown,
resulting in a more streamlined display.

. Handling Non-Supported Action Types: Currently, we can provide actionable suggestions for adding and deleting orders. For

suggestions that involve other types of actions, consider sending them as free text suggestions with a descriptive label. This can be
achieved by sending a suggestion without any associated actions. Although users won't be able to click to perform the action
automatically, they may still find these suggestions valuable. It's important to recognize that users often implement suggestions through
their regular workflows instead of relying on automatic actions. We recommend sending suggestions without actions only for cards that
have the “at-most-one” SelectionBehavior.

. Consider the Entire Ordering Workflow: Per industry standards, the order-select hook fires only when an order is first added. Athena

offers a flexible ordering experience, allowing information to be added or defaulted at various stages of the ordering workflow. For
instance, a diagnosis may be entered before or after the order, and the clinical provider may be set based on the patient’s preferred lab
at the time the order is created, or modified by the user at a later time. As you design your solution, think about how your service will
manage situations where certain information is not available at the time the hook fires. One approach is to provide guidance based on all
draft orders, not just the selected ones, enabling you to update guidance for orders that were previously placed and later updated with
new information.

. Handling Dismissed Cards: The Ul allows users to dismiss CDS cards. If vendors do not consider this and resend the card, it may

reappear to the user shortly after being dismissed, causing confusion and frustration. To avoid this issue, we recommend that vendors
either (1) send each card only once or (2) subscribe to our feedback API to suppress any dismissed cards from future responses. This
strategy will help ensure a positive user experience.
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